
 
 

AWARD REPORT OF PERSONAL OR PROFESSIONAL SERVICES 
CONTRACTS 

RFP# 20201201 CSELS 

Child Support Enforcement Legal Services 
MDHS received two (2) responses to the above referenced Request For Proposals (RFP) issued on 
December 1, 2020.  Ranking of the responses is provided below in order of evaluation: 
 

Respondent Score 
YoungWilliams, P.C. 88 
Malouf & Malouf, PLLC 56 

 

MDHS recommends to award a contract to the Respondent with the highest score, YoungWilliams, P.C. 
(Young Williams). Young Williams’ total proposed contract cost for statewide legal services is 
$130,043,720.12 which may be subject to further negotiation.  The contract will be for a term of five (5) 
years to begin October 1, 2021. 

Included as Attachment 1 to this Award Report is a copy of the contract template to be used for the contract 
that includes the terms, conditions, and scope of services for the agreement. 
 
Evaluation Committee Members for RFP No. 20201201 CSELS: 
 

1) Patrick Black, Mississippi Department of Human Services, General Counsel and Deputy 
Executive Director.  

2) Chad Shook, Mississippi Department of Human Services, Director of Child Support 
Enforcement.  

3) Reagan Spears, Mississippi Department of Human Services, Senior Attorney Child Support 
Enforcement.  

4) Beverly Williams, Mississippi Department of Human Services, Engineering & Development 
(METTS).  

 



RFP No. 20201201 CSELS

ATTACHMENT B
REQUIRED TERMS FOR CONTRACT RESULTING FROM THIS RFP

1. Applicable Law. The contract shall be governed by and construed in accordance with the
laws of the State of Mississippi, excluding its conflicts of laws, provisions, and any litigation
with respect thereto shall be brought in the courts of the State. Contractor shall comply with
applicable Federal, State, and local laws and regulations.

2. Approval Clause. It is understood that if this contract requires approval by the MS Attorney
General’s Office (AGO) and MS State Personnel Board (SPB) and this contract is not
approved by the MS AGO and/or MS SPB, it is void and no payment shall be made
hereunder.

3. Availability of Funds. It is expressly understood and agreed that the obligation of MDHS to
proceed under this agreement is conditioned upon the appropriation of funds by the
Mississippi State Legislature and the receipt of State and/or Federal funds. If the funds
anticipated for the continuing fulfillment of the agreement are, at any time, not forthcoming
or insufficient, either through the failure of the Federal government to provide funds or of
the State of Mississippi to appropriate funds or the discontinuance or material alteration of
the program under which funds were provided or if funds are not otherwise available to
MDHS, MDHS shall have the right upon ten (10) working days written notice to Contractor,
to terminate this agreement without damage, penalty, cost or expenses to MDHS of any kind
whatsoever. The effective date of termination shall be as specified in the notice of
termination.

4. Compliance with Laws. Contractor understands that MDHS is an equal opportunity
employer and therefore, maintains a policy which prohibits unlawful discrimination based
on race, color, creed, sex, age, national origin, physical handicap, disability, genetic
information, or any other consideration made unlawful by Federal, State, or local laws. All
such discrimination is unlawful and Contractor agrees during the term of the agreement that
Contractor will strictly adhere to this policy in its employment practices and provision of
services. Contractor shall comply with, and all activities under this agreement shall be
subject to, all applicable Federal, State of Mississippi, and local laws and regulations, as now
existing and as may be amended or modified.

5. E-Payment. Contractor agrees to accept all payments in United States currency via the State
of Mississippi’s electronic payment and remittance vehicle. MDHS agrees to make payment
in accordance with Mississippi law on “Timely Payments for Purchases by Public Bodies,”
which generally provides for payment of undisputed amounts by MDHS within forty-five
(45) days of receipt of invoice. Mississippi Code Annotated § 31-7-301 et seq.

6. Compliance with Mississippi Employment Protection Act (MEPA). Contractor represents
and warrants that it will ensure its compliance with the Mississippi Employment Protection
Act (Senate Bill 2988 from the 2008 Regular Legislative Session) and will register and
participate in the status verification system for all newly hired employees. The term
“employee” as used herein means any person that is hired to perform work within the State
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RFP No. 20201201 CSELS

of Mississippi. As used herein, “status verification system” means the Illegal Immigration
Reform and Immigration Responsibility Act of 1996 that is operated by the United States
Department of Homeland Security, also known as the E-Verify Program, or any other
successor electronic verification system replacing the E-Verify Program. Contractor agrees
to maintain records of such compliance and, upon request of the State of Mississippi and
approval of the Social Security Administration or Department of Homeland Security, where
required, to provide a copy of each such verification to the State. Contractor further
represents and warrants that any person assigned to perform services hereunder meets the
employment eligibility requirements of all immigration laws of the State of Mississippi.
Attorney/ Law Firm understands and agrees that any breach of these warranties may subject
Contractor to the following: (a) termination of this Agreement and ineligibility for any state
or public contract in Mississippi for up to three (3) years, with notice of such
cancellation/termination being made public, or (b) the loss of any license, permit,
certification or other document granted to Contractor by an agency, department or
governmental entity for the right to do business in Mississippi for up to one (1) year, or (c)
both. In the event of such termination/cancellation, Contractor would also be liable for any
additional costs incurred by the State due to contract cancellation or loss of license or permit.

7. Insurance. The Contractor represents that it will maintain workers’ compensation insurance
which shall inure to the benefit of all Contractor’s personnel performing under this contract,
comprehensive general liability insurance, legal malpractice insurance and employee fidelity
bond insurance. The Contractor will furnish MDHS a certificate of insurance providing the
aforesaid coverage, prior to the commencement of performance under this Agreement.

8. Paymode. Payments by state agencies using the State’s accounting system shall be made
and remittance information provided electronically as directed by the State. These payments
shall be deposited into the bank account of Contractor’s choice. The State may, at its sole
discretion, require Contractor to electronically submit invoices and supporting
documentation at any time during the term of this Agreement. Contractor understands and
agrees that the State is exempt from the payment of taxes. All payments shall be in United
States currency.

9. Requirements Contract. During the period of the contract, Contractor shall provide all the
service described in the contract. Contractor understands and agrees that this is a
requirements contract and that MDHS shall have no obligation to Contractor if no services
are required. Any quantities that are included in the scope of work reflect the current
expectations of MDHS for the period of the contract. The amount is only an estimate and
Contractor understands and agrees that MDHS is under no obligation to Contractor to buy
any amount of the services as a result of having provided this estimate or of having any
typical or measurable requirement in the past. Contractor further understands and agrees that
MDHS may require services in an amount less than or in excess of the estimated annual
contract amount and that the quantity actually used, whether in excess of the estimate or less
than the estimate, shall not give rise to any claim for compensation other than the total of the
unit prices in the contract for the quantity actually used.
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10. Termination for Convenience.

a. Termination. The MDHS Executive Director or designee may, when the interests of the
State so require, terminate this contract in whole or in part, for the convenience of the
State. The MDHS Executive Director or designee shall give written notice of the
termination to Contractor specifying the part of the contract terminated and when
termination becomes effective.

b. Contractor's Obligations. Contractor shall incur no further obligations in connection
with the terminated work and on the date set in the notice of termination Contractor will
stop work to the extent specified. Contractor shall also terminate outstanding orders and
subcontracts as they relate to the terminated work. Contractor shall settle the liabilities
and claims arising out of the termination of subcontracts and orders connected with the
terminated work. The MDHS Executive Director or designee may direct Contractor to
assign Contractor’s right, title, and interest under terminated orders or subcontracts to the
State. Contractor must still complete the work not terminated by the notice of termination
and may incur obligations as are necessary to do so.

11. Termination for Default.

a. Default. If Contractor refuses or fails to perform any of the provisions of this contract
with such diligence as will ensure its completion within the time specified in this contract
or any extension thereof, or otherwise fails to timely satisfy the contract provisions, or
commits any other substantial breach of this contract, the MDHS Executive Director or
designee may notify Contractor in writing of the delay or nonperformance and if not
cured in ten (10) days or any longer time specified in writing by the MDHS Executive
Director or designee, such officer may terminate Contractor’s right to proceed with the
contract or such part of the contract as to which there has been delay or a failure to
properly perform. In the event of termination in whole or in part, the MDHS Executive
Director or designee may procure similar supplies or services in a manner and upon terms
deemed appropriate by the MDHS Executive Director or designee. Contractor shall
continue performance of the contract to the extent it is not terminated and shall be liable
for excess costs incurred in procuring similar goods or services.

b. Contractor's Duties. Notwithstanding termination of the contract and subject to any
directions from the procurement officer, Contractor shall take timely, reasonable, and
necessary action to protect and preserve property in the possession of Contractor in which
the State has an interest.

c. Compensation. Payment for completed services delivered and accepted by the State shall
be at the contract price. The State may withhold from amounts due Contractor such sums
as the MDHS Executive Director or designee deems to be necessary to protect the State
against loss because of outstanding liens or claims of former lien holders and to reimburse
the State for the excess costs incurred in procuring similar goods and services.

d. Excuse for Nonperformance or Delayed Performance. Except with respect to defaults of
subcontractors, Contractor shall not be in default by reason of any failure in performance
of this contract in accordance with its terms (including any failure by Contractor to make
progress in the prosecution of the work hereunder which endangers such performance) if
Contractor has notified the MDHS Executive Director or designee within 15 days after
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the cause of the delay and the failure arises out of causes such as: acts of God; acts of the
public enemy; acts of the State and any other governmental entity in its sovereign or
contractual capacity; fires; floods; epidemics; quarantine restrictions; strikes or other
labor disputes; freight embargoes; or unusually severe weather. If the failure to perform
is caused by the failure of a subcontractor to perform or to make progress, and if such
failure arises out of causes similar to those set forth above, Contractor shall not be
deemed to be in default, unless the services to be furnished by the subcontractor were
reasonably obtainable from other sources in sufficient time to permit Contractor to meet
the contract requirements. Upon request of Contractor, the MDHS Executive Director or
designee shall ascertain the facts and extent of such failure, and, if such officer
determines that any failure to perform was occasioned by any one or more of the
excusable causes, and that, but for the excusable cause, Contractor’s progress and
performance would have met the terms of the contract, the delivery schedule shall be
revised accordingly, subject to the rights of the State under the clause entitled in fixed-
price contracts, “Termination for Convenience”. (As used in this Paragraph of this
clause, the term “subcontractor” means subcontractor at any tier).

e. Erroneous Termination for Default. If, after notice of termination of Contractor’s right
to proceed under the provisions of this clause, it is determined for any reason that the
contract was not in default under the provisions of this clause, or that the delay was
excusable under the provisions of Paragraph (4) (Excuse for Nonperformance or Delayed
Performance) of this clause, the rights and obligations of the parties shall, if the contract
contains a clause providing for termination for convenience of the State, be the same as
if the notice of termination had been issued pursuant to such clause.

f. Additional Rights and Remedies. The rights and remedies provided in this clause are in
addition to any other rights and remedies provided by law or under this contract.

12. Trade Secrets, Commercial and Financial Information. It is expressly understood that
Mississippi law requires that the provisions of this contract which contain the commodities
purchased or the personal or professional services provided, the price to be paid, and the term
of the contract shall not be deemed to be a trade secret or confidential commercial or financial
information and shall be available for examination, copying, or reproduction.

13. Transparency. This contract, including any accompanying exhibits, attachments, and
appendices, is subject to the “Mississippi Public Records Act of 1983,” and its exceptions.
See Mississippi Code Annotated §§ 25-61-1 et seq. and Mississippi Code Annotated § 79-
23-1. In addition, this contract is subject to the provisions of the Mississippi Accountability
and Transparency Act of 2008. Mississippi Code Annotated §§ 27-104-151 et seq. Unless
exempted from disclosure due to a court-issued protective order, a copy of this executed
contract is required to be posted to the Department of Finance and Administration’s
independent agency contract website for public access at
http://www.transparency.mississippi.gov. Information identified by Contractor as trade
secrets, or other proprietary information, including confidential vendor information or any
other information which is required confidential by State or Federal law or outside the
applicable freedom of information statutes, will be redacted.
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13. Non-Assignment and Subcontracting. MDHS will not be independently obligated or liable
under this Agreement to any party other than the Contractor named herein. Said Contractor
understands and agrees that it shall not assign, transfer, delegate or subcontract with respect
to any of its rights, benefits, obligations, interests or duties under this Agreement without the
prior written consent of MDHS and the Office of the Attorney General.

14. Severability. It is understood and agreed by the parties hereto that if any part, term or provision
of this Agreement is by the courts or other judicial body held to be illegal or in conflict with
any law of the State of Mississippi, the validity of the remaining portions or provisions shall
not be affected and the obligations of the parties shall be construed in full force as if the
Agreement did not contain that particular part, term, or provision held to be invalid.

15. Modification or Amendment. Modifications or amendments to this Agreement may be made
upon mutual Agreement of the parties, in writing signed by the parties hereto and approved
as required by law.

16. Non-Waiver of Breach. No assent, expressed or implied, by the parties hereto to the breach
of the conditions of this Agreement shall be deemed or taken to be a waiver of any succeeding
breach of the same or any other provision or condition and shall not be construed to be a
modification of the terms of the Agreement.

17. Record Retention and Access to Records. Provided Contractor is given reasonable advance
written notice and such inspection is made during normal business hours of Contractor, the
State or any duly authorized representatives shall have unimpeded, prompt access to any of
Contractor’s books, documents, papers, and/or records which are maintained or produced as
a result of the project for the purpose of making audits, examinations, excerpts, and
transcriptions. All records related to this agreement shall be retained by Contractor for three
(3) years after final payment is made under this agreement and all pending matters are closed;
however, if any audit, litigation or other action arising out of or related in any way to this
project is commenced before the end of the three-year period, the records shall be retained
for one (1) year after all issues arising out of the action are finally resolved or until the end
of the three-year period, whichever is later.

18. Indemnification. To the fullest extent allowed by law, Contractor shall indemnify, defend,
save and hold harmless, protect, and exonerate MDHS, its commissioners, board members,
officers, employees, agents, and representatives, and the State of Mississippi from and
against all claims, demands, liabilities, suits, actions, damages, losses, and costs of every
kind and nature whatsoever including, without limitation, court costs, investigative fees and
expenses, and attorney’s fees, arising out of or caused by Contractor and/or its partners,
principals, agents, employees and/or subcontractors in the performance of or failure to
perform this agreement. In the State’s sole discretion, Contractor may be allowed to control
the defense of any such claim, suit, etc. In the event Contractor defends said claim, suit, etc.,
Contractor shall use legal counsel acceptable to the State. Contractor shall be solely
responsible for all costs and/or expenses associated with such defense, and the State shall be
entitled to participate in said defense. Contractor shall not settle any claim, suit, etc. without
the State’s concurrence, which the State shall not unreasonably withhold.
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19. Contractor Personnel. MDHS shall, throughout the life of the contract, have the right of
reasonable rejection and approval of staff or subcontractors assigned to the work by
Contractor. If MDHS reasonably rejects staff or subcontractors, Contractor must provide
replacement staff or subcontractors satisfactory to MDHS in a timely manner and at no
additional cost to MDHS. The day-to-day supervision and control of Contractor’s employees
and subcontractors is the sole responsibility of Contractor.

20. Ownership of Documents and Work Papers. MDHS shall own all documents, files, reports,
work papers and working documentation, electronic or otherwise, created in connection with
the project which is the subject of this agreement, except for Contractor’s internal
administrative and quality assurance files and internal project correspondence. Contractor
shall deliver such documents and work papers to MDHS upon termination or completion of
the agreement. The foregoing notwithstanding, Contractor shall be entitled to retain a set of
such work papers for its files. Contractor shall be entitled to use such work papers only after
receiving written permission from MDHS and subject to any copyright protections.

21. Disclosure of Confidential Information. In the event that either party to this agreement
receives notice that a third party requests divulgence of confidential or otherwise protected
information and/or has served upon it a subpoena or other validly issued administrative or
judicial process ordering divulgence of confidential or otherwise protected information that
party shall promptly inform the other party and thereafter respond in conformity with such
subpoena to the extent mandated by law. This section shall survive the termination or
completion of this agreement. The parties agree that this section is subject to and superseded
by Mississippi Code Annotated §§ 25-61-1 et seq.

22. Care of Data. The Contractor shall take all steps necessary to safeguard any data, file, report
or other information form loss or destruction. Any cost or expenses of replacing or damage
resulting from the loss of such data shall be borne by the Contractor.

23. IRS 1075 Required Provisions- Contract Language for General Services.
I. PERFORMANCE

In performance of this contract, the Contractor agrees to comply with and assume
responsibility for compliance by his or her employees with the following
requirements:
(1) All work will be performed under the supervision of the contractor or the

contractor's responsible employees.
(2) The contractor and the contractor’s employees with access to or who use

FTI must meet the background check requirements defined in IRS
Publication 1075.

(3) Any Federal tax returns or return information (hereafter referred to as
returns or return information) made available shall be used only for the
purpose of carrying out the provisions of this contract. Information
contained in such material shall be treated as confidential and shall not be
divulged or made known in any manner to any person except as may be
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necessary in the performance of this contract. Inspection by or disclosure to
anyone other than an officer or employee of the contractor is prohibited.

(4) All returns and return information will be accounted for upon receipt and
properly stored before, during, and after processing. In addition, all related
output and products will be given the same level of protection as required
for the source material.

(5) No work involving returns and return information furnished under this
contract will be subcontracted without prior written approval of the IRS.

(6) The contractor will maintain a list of employees authorized access. Such list
will be provided to the agency and, upon request, to the IRS reviewing
office.

(7) The agency will have the right to void the contract if the contractor fails to
provide the safeguards described above.

(8) (Include any additional safeguards that may be appropriate.)

II. CRIMINAL/CIVIL SANCTIONS
(1) Each officer or employee of any person to whom returns or return

information is or may be disclosed shall be notified in writing by such
person that returns or return information disclosed to such officer or
employee can be used only for a purpose and to the extent authorized herein,
and that further disclosure of any such returns or return information for a
purpose or to an extent unauthorized herein constitutes a felony punishable
upon conviction by a fine of as much as $5,000 or imprisonment for as long
as five years, or both, together with the costs of prosecution. Such person
shall also notify each such officer and employee that any such unauthorized
future disclosure of returns or return information may also result in an award
of civil damages against the officer or employee in an amount not less than
$1,000 with respect to each instance of unauthorized disclosure. These
penalties are prescribed by IRCs 7213 and 7431 and set forth at 26 CFR
301.6103(n)-1.

(2) Each officer or employee of any person to whom returns or return
information is or may be disclosed shall be notified in writing by such
person that any return or return information made available in any format
shall be used only for the purpose of carrying out the provisions of this
contract. Information contained in such material shall be treated as
confidential and shall not be divulged or made known in any manner to any
person except as may be necessary in the performance of this contract.
Inspection by or disclosure to anyone without an official need-to-know
constitutes a criminal misdemeanor punishable upon conviction by a fine of
as much as $1,000.00 or imprisonment for as long as 1 year, or both,
together with the costs of prosecution. Such person shall also notify each
such officer and employee that any such unauthorized inspection or
disclosure of returns or return information may also result in an award of
civil damages against the officer or employee [United States for Federal
employees] in an amount equal to the sum of the greater of $1,000.00 for
each act of unauthorized inspection or disclosure with respect to which such
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defendant is found liable or the sum of the actual damages sustained by the
plaintiff as a result of such unauthorized inspection or disclosure plus in the
case of a willful inspection or disclosure which is the result of gross
negligence, punitive damages, plus the costs of the action. The penalties are
prescribed by IRCs 7213A and 7431 and set forth at 26 CFR 301.6103(n)-
1.

(3) Additionally, it is incumbent upon the contractor to inform its officers and
employees of the penalties for improper disclosure imposed by the Privacy
Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1), which is made
applicable to contractors by 5 U.S.C. 552a(m)(1), provides that any officer
or employee of a contractor, who by virtue of his/her employment or official
position, has possession of or access to agency records which contain
individually identifiable information, the disclosure of which is prohibited
by the Privacy Act or regulations established thereunder, and who knowing
that disclosure of the specific material is so prohibited, willfully discloses
the material in any manner to any person or agency not entitled to receive
it, shall be guilty of a misdemeanor and fined not more than $5,000.

(4) Granting a contractor access to FTI must be preceded by certifying that each
individual understands the agency’s security policy and procedures for
safeguarding IRS information. Contractors must maintain their
authorization to access FTI through annual recertification. The initial
certification and recertification must be documented and placed in the
agency's files for review. As part of the certification and at least annually
afterwards, contractors must be advised of the provisions of IRCs 7431,
7213, and 7213A (see Exhibit 4, Sanctions for Unauthorized Disclosure,
and Exhibit 5, Civil Damages for Unauthorized Disclosure). The training
provided before the initial certification and annually thereafter must also
cover the incident response policy and procedure for reporting unauthorized
disclosures and data breaches. (See Section 10 ) For both the initial
certification and the annual certification, the contractor must sign, either
with ink or electronic signature, a confidentiality statement certifying their
understanding of the security requirements.

III. INSPECTION
The IRS and the Agency, with 24 hour notice, shall have the right to send its
inspectors into the offices and plants of the contractor to inspect facilities and
operations performing any work with FTI under this contract for compliance with
requirements defined in IRS Publication 1075. The IRS’ right of inspection shall
include the use of manual and/or automated scanning tools to perform compliance
and vulnerability assessments of information technology (IT) assets that access,
store, process or transmit FTI. On the basis of such inspection, corrective actions
may be required in cases where the contractor is found to be noncompliant with
contract safeguards.
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24. IRS 1075 Required Provisions- Contract Language for Technology Services.
I. PERFORMANCE

In performance of this contract, the contractor agrees to comply with and assume
responsibility for compliance by his or her employees with the following
requirements:
(1) All work will be done under the supervision of the contractor or the

contractor's employees.
(2) The contractor and the contractor’s employees with access to or who use

FTI must meet the background check requirements defined in IRS
Publication 1075.

(3) Any return or return information made available in any format shall be used
only for the purpose of carrying out the provisions of this contract.
Information contained in such material will be treated as confidential and
will not be divulged or made known in any manner to any person except as
may be necessary in the performance of this contract. Disclosure to anyone
other than an officer or employee of the contractor will be prohibited.

(4) All returns and return information will be accounted for upon receipt and
properly stored before, during, and after processing. In addition, all related
output will be given the same level of protection as required for the source
material.

(5) The contractor certifies that the data processed during the performance of
this contract will be completely purged from all data storage components of
his or her computer facility, and no output will be retained by the contractor
at the time the work is completed. If immediate purging of all data storage
components is not possible, the contractor certifies that any IRS data
remaining in any storage component will be safeguarded to prevent
unauthorized disclosures.

(6) Any spoilage or any intermediate hard copy printout that may result during
the processing of IRS data will be given to the agency or his or her designee.
When this is not possible, the contractor will be responsible for the
destruction of the spoilage or any intermediate hard copy printouts, and will
provide the agency or his or her designee with a statement containing the
date of destruction, description of material destroyed, and the method used.

(7) All computer systems receiving, processing, storing or transmitting FTI
must meet the requirements defined in IRS Publication 1075. To meet
functional and assurance requirements, the security features of the
environment must provide for the managerial, operational, and technical
controls. All security features must be available and activated to protect
against unauthorized use of and access to Federal Tax Information.

(8) No work involving Federal Tax Information furnished under this contract
will be subcontracted without prior written approval of the IRS.

(9) The contractor will maintain a list of employees authorized access. Such list
will be provided to the agency and, upon request, to the IRS reviewing
office.(10) The agency will have the right to void the contract if the
contractor fails to provide the safeguards described above.

(10) (Include any additional safeguards that may be appropriate.)
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II. CRIMINAL/CIVIL SANCTIONS
(1) Each officer or employee of any person to whom returns or return

information is or may be disclosed will be notified in writing by such person
that returns or return information disclosed to such officer or employee can
be used only for a purpose and to the extent authorized herein, and that
further disclosure of any such returns or return information for a purpose or
to an extent unauthorized herein constitutes a felony punishable upon
conviction by a fine of as much as $5,000 or imprisonment for as long as 5
years, or both, together with the costs of prosecution. Such person shall also
notify each such officer and employee that any such unauthorized further
disclosure of returns or return information may also result in an award of
civil damages against the officer or employee in an amount not less than
$1,000 with respect to each instance of unauthorized disclosure. These
penalties are prescribed by IRCs 7213 and 7431 and set forth at 26 CFR
301.6103(n)-1.

(2) Each officer or employee of any person to whom returns or return
information is or may be disclosed shall be notified in writing by such
person that any return or return information made available in any format
shall be used only for the purpose of carrying out the provisions of this
contract. Information contained in such material shall be treated as
confidential and shall not be divulged or made known in any manner to any
person except as may be necessary in the performance of the contract.
Inspection by or disclosure to anyone without an official need-to know
constitutes a criminal misdemeanor punishable upon conviction by a fine of
as much as $1,000 or imprisonment for as long as 1 year, or both, together
with the costs of prosecution. Such person shall also notify each such officer
and employee that any such unauthorized inspection or disclosure of returns
or return information may also result in an award of civil damages against
the officer or employee [United States for Federal employees] in an amount
equal to the sum of the greater of $1,000 for each act of unauthorized
inspection or disclosure with respect to which such defendant is found liable
or the sum of the actual damages sustained by the plaintiff as a result of
such unauthorized inspection or disclosure plus in the case of a willful
inspection or disclosure which is the result of gross negligence, punitive
damages, plus the costs of the action. These penalties are prescribed by IRC
7213A and 7431 and set forth at 26 CFR 301.6103(n)-1.

(3) Additionally, it is incumbent upon the contractor to inform its officers and
employees of the penalties for improper disclosure imposed by the Privacy
Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1), which is made
applicable to contractors by 5 U.S.C. 552a(m)(1), provides that any officer
or employee of a contractor, who by virtue of his/her employment or official
position, has possession of or access to agency records which contain
individually identifiable information, the disclosure of which is prohibited
by the Privacy Act or regulations established thereunder, and who knowing
that disclosure of the specific material is prohibited, willfully discloses the
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material in any manner to any person or agency not entitled to receive it,
shall be guilty of a misdemeanor and fined not more than $5,000.

(4) Granting a contractor access to FTI must be preceded by certifying that each
individual understands the agency’s security policy and procedures for
safeguarding IRS information. Contractors must maintain their
authorization to access FTI through annual recertification. The initial
certification and recertification must be documented and placed in the
agency's files for review. As part of the certification and at least annually
afterwards, contractors must be advised of the provisions of IRCs 7431,
7213, and 7213A (see Exhibit 4, Sanctions for Unauthorized Disclosure,
and Exhibit 5, Civil Damages for Unauthorized Disclosure). The training
provided before the initial certification and annually thereafter must also
cover the incident response policy and procedure for reporting unauthorized
disclosures and data breaches. (See Section 10) For both the initial
certification and the annual certification, the contractor must sign, either
with ink or electronic signature, a confidentiality statement certifying their
understanding of the security requirements.

III. INSPECTION
The IRS and the Agency, with 24 hour notice, shall have the right to send its
inspectors into the offices and plants of the contractor to inspect facilities and
operations performing any work with FTI under this contract for compliance with
requirements defined in IRS Publication 1075. The IRS’ right of inspection shall
include the use of manual and/or automated scanning tools to perform compliance
and vulnerability assessments of information technology (IT) assets that access,
store, process or transmit FTI. On the basis of such inspection, corrective actions
may be required in cases where the contractor is found to be noncompliant with
contract safeguards.

Page 68 of 98

DocuSign Envelope ID: 780E9570-80DF-4CA6-962A-C17767CA7664DocuSign Envelope ID: AD01CD14-8AE3-4E99-B68F-E61FC0283093


	Peyton 153
	Peyton 154
	Peyton 155
	Peyton 156
	Peyton 157
	Peyton 158
	Peyton 159
	Peyton 160
	Peyton 161
	Peyton 162
	Peyton 163

